STUDY COMMITTEE D2 POSTER SESSION: WEDNESDAY 26 AUGUST, 08:30 TO 10:30
ROOM 1

D2 PS1 - Extracting value from information and data through decision support tools and techniques in managing the increasing
complexity of power grids

10112 12766 NWPsolarNet: A Scalable Deep Learning Framework for Medium-Term Solar Forecasting across Europe 1
10156 14033 Collaborative Forecasting Platform: Results after one year of operation for wind and solar forecasting in Belgium 2
10524 13756 ANN-Based Day-Ahead Forecasting Model for All-India Demand 3
10525 13100 ISTS Communication system for cross border links in Indian Power Sector 4
10526 13486 Real-Time Time Synchronization Monitoring System for IEDs in Power System 5
11227 13096 Deployment of an Intelligent Robotic Diagnostic System for Outdoor Switchgear Equipment Based on Multispectral Analysis and Al 6
11230 13494 Application of Al (ML) Tools for Model Validation and Anomaly Detection 7
11231 13983 Synchrophasor data reliability monitoring in power system operational mode analysis 8
11232 13950 Al-Based System for Automated Digitalization of Relay Protection Settings Forms 9
11235 13736 The Accuracy of Renewable Energy Generation Forecasting in Energy Systems: Quality Improvement Practices 10
11239 13746 Leveraging Al to identify the root causes of PMU data latency and loss for control room 11
11240 13917 Use Cases of Digital Models and Digital Twins in Power Supply Systems of Large Consumers 12
11402 13899 AI-Ap'pIications in Power Systems: the Role of Structured Data and the Acceleration of Legacy Data Structuring Through Artificial

Intelligence 13
11642 13446 Renewable Energy Forecasting with Deep Learning Tools 14
11682 12924 Performance comparison of various regression models in geothermal power plant net power generation prediction 15
11774 13702 Al-enhanced generation- and load forecasting in isolated power systems 16
11888 12687 Application of Deep Neural Networks for Fault Detection in Modern Power Systems 17
11964 13823 Leveraging meter load data to build a bottom-up spatial load forecasting 18
11988 14076 A Standardized Data Environment for Decision-Making in Complex Power Grids 19
12098 14112 Unlocking the full potential of data historians across the modern power grid: from generation to delivery 20
12146 13937 Transfo['ming Information Management: Data Governance in the Operator and Administrator of the Wholesale Energy Market in

Colombia 21
12200 14122 Real-Time Flexibility Analysis and Visualization of Power Systems Using loT and Augmented Reality 22

12402 13476 Analysis and Modelling of Powerline Communication Data for Low Voltage Cable Asset and Condition Management 23
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Evolution of Interacting Digital Twins for High Voltage Switchgear Monitoring
Proving the Concept of Supervised Machine Learning to predict Largest Single Infeed — a Study of Ireland’s All Island System

From documents to knowledge graphs: Intelligent requirements management using CiIM-based ontology

D2 PS2 - Comprehensive approaches to managing cybersecurity in energy applications

Cyber Sentinels: Harnessing Deep Packet Inspection for Real-Time Defense of Substation
System-level Factors influencing AGC Cyber-attack Success and RAS Vulnerability in Multi-area Grids
Cyber Security of Digital Substations: Cyber Threats Identification and Mitigations Evaluation

Study of Cybersecurity in Power Automation: Implementation Challenges of IEC 62351 for IEC 61850 Systems
DigiTEL CyberTwin: Integrating Digital Twin and Cybersecurity for Enhanced Situational Awareness in Critical Electrical Substations

Cybersecurity Design Considerations for Offshore Wind Energy Facilities Based on IEC 62443
Al-Enabled Fault Detection and Cyberattack Differentiations Using ICS Kill Chain

Cybersecurity and EV Charging: Protecting the Future of e-Mobility

Modified Purdue Model: Introducing The Security Zone Concept for Enhanced IT/OT Convergence
Cybersecurity for Modern Digital Grids

Dedicated operational technology security operations centre (OT SOC) “A specialized approach to monitoring, threat detection, and
incident response tailored to OT environments”

Cybersecurity Governance and Performance Evaluation in the Largest Special Protection Scheme in Brazil: A Real-World IEC 61850-
Based Multi-Company Architecture

Application of Artificial Intelligence for Real-Time Intrusion and Anomaly Detection in Industrial Control Systems
SASMaker: Synthetic IEC 61850 Traffic Generation for Cybersecurity Research

An adaptive Cybersecurity Vulnerability Assessment Method for Power Systems using Knowledge graphs and Fuzzy Logic

Automating IEC62443-4-2 Conformity Assessment for Substation control systems: raising Cybersecurity to the Next Level

A Standards-Based Cybersecurity Framework for Substation Automation Design: Applying IEC 61850, 62351, 62443, and Lessons
Learned from Real-World Events

Designing SCADA architectures for scalability, cybersecurity and digital resilience
Operational Integration and Customization of a SIEM System in ANDE's OT Network

Modernizing the ANDE SCADA Control Center Infrastructure with HCl and SDN: A Strategy for Resilience and Cybersecurity in OT
Environments

Securing grid connectivity with quantum-safe IPsec

Enhancing IEC 60870-5-104 Security Over TCP/IP With IEC 62351 and An Al-based Intrusion Detection Model: Application and
Transport Layer Security

Protecting Critical Power Infrastructure: A Cybersecurity Architecture for Electric Grid Protection Systems
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Mitigating Cyberattack Risks in Digital Substations Using a Cybersecurity Model

Stress Testing Power Systems’ systemic Resilience against Cyber-Attacks

Towards Trustworthy Artificial Intelligence in Grid Control

Experience Implementing IEC 62443 Cybersecurity Requirements in Hybrid Battery/Solar Power Plants
A Room-Temperature Quantum-Secured ROCOF for Enhancing Grid Reliability
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D2 PS3 - Next-generation telecommunications technologies to support grid decarbonisation and digitalisation
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13441
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Segment routing for differential protection: transport network evolution and field validation for C37.94 applications in high power

substations
A proven & optimized approach to Network Transformation of legacy networks to next generation technologies

Field Deployment of Hybrid Microwave Technology for DSO in Queensland for Transporting Mission Critical Tele-protection and
SCADA services through lab testing

The Importance of Automation Systems in the Electrical Interconnection between Brazil, Paraguay, and Argentina: Challenges and

Perspectives
Transition to Packet Networks

Implementation of OSTP Amplifier solution with ROPA Technology and its Operational experiences

Unified Network Management System (UNMS) for Power System Communication Network: A Roadmap for Future Grid
Communication Management

Migration Strategy from TDM to IP/MPLS in Utilities: A Roadmap and Lessons Learnt

Packet-Based Power: Enabling Grid Decarbonisation through Next-Generation Telecommunications
Automation and artificial intelligence by OT network operations center in power utility

Supporting Routed GOOSE (R-GOOSE) Traffic over IP/MPLS Using Multicast VPNs

Private LTE 450 MHz wireless network for MV Teleprotection

Enhancing Resilience in Critical Applications through hybrid Optical and PLTE Networks

Use of co-simulation for zonal congestion management systems to assess the resiliency of the associated ICT infrastructure
Evaluating transmission performance for migration from SDH/PDH networks to MPLS-TP and IP networks

Field Evaluation of diverse Communication Methods for supporting smart Maintenance in remote hydroelectric Power Facilities

Application of All-Photonics Network (APN) for Power Communication
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Migration To The Next-Gen Packet-Based Transport Network: Enabling IP-Based Power Control Applications of Tomorrow

Realisation of a resilient Packet-based Network over Wireless Microwave Technology
Case Study of Legacy Communication Migration to IP Networks in Japan
Measurement of PTP Synchronization Accuracy and Study of its Application to IP Networks of Japanese TSOs

An Example of Building and Using a Smart Safety Network Using Private 5G/Wi-Fi
Deployment of multipoint grid control applications over mixed communication networks using protection signalling devices.

Hybrid OSS Framework for Utility Telecommunications

Optimising IP based SCADA IEC 60870-5-104 Protocol Performance Through Adaptive Machine Learning Driven Traffic Shaping in
Classical Computing Environment

Transition to SCADA/EMS Cloud Architecture in Big Power Systems in the Light of Present-Day Challenges and Cybersecurity
Requirements

Line differential protection over packet-switched network: performance and considerations in South Africa

5G-Enabled Smart Grid loT: Architecture, Use Cases, Challenges & Solutions
Benchmarking Line Differential Protection under Emerging Communication Infrastructures

Pilot project: Line Differential Protection over Ethernet

Upgrading Argentina's 500 kV Transmission Network: From Legacy SDH Microwave to Hybrid TDM/Packet Systems for Enhanced
Reliability

IEC61850 based PACS network automation enabled via Intent-Based Networking

Protection Automation and Control using private 5G: Use-case Evaluations for fully digital Substations

Research on passive and semi-passive P-loT sensing for UHV equipment monitoring based on energy harvesting and low-power
wireless communication

Research and Deployment of IPv6+ and SDN Technologies for Smart Grid Data Networks
Implementation and Deployment of Multiprotocol Services into a MPLS Critical Infrastructure Network
Real-Time IDS for Digital Substations: From Lab to Field Deployment

A Universal Gateway for loT-Driven Power Infrastructure for SCADA Integration

Protection relays using 5G for inter-substation communication to enhance selectivity

Real-life case of Routable-GOOSE over MPLS-TP: Implementation, Testing and Validation at Tele-protection Santa Rosa-Carapongo

220 kV line in Peru
Field Experience Report of using Process Bus over Substation Boundaries with multi-vendor line differential Protection

Field experience report of hybrid distance protection solution using IEC 61850 GOOSE gateway

Precise Time Synchronization for mission critical inter-substation Applications in a multi-vendor Setup
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